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Abstract 
Motivation 
Results 
Discussion and Future Direction 
Methodology 
We present MediaChannel, an improved form of multimedia 
steganography that can be used to establish covert channels (CC) to leak 
sensitive information to malicious mobile users and outwit most security 
defenses. Information is hidden in video streams and conveyed over 
standard Wifi. To enhance covertness and effect higher bandwidth than 
most existing CC paradigms, we developed a scheme that dynamically 
embeds information into pixel groups within individual frames of a video 
stream. Our scheme includes efficient encoding and decoding algorithms 
for data embedding and recovery, and multiple error-correction codes 
(ECC) for robust message transmission in the presence of signal 
interference. Our implementation of MediaChannel can achieve a  
bandwidth several orders of magnitude faster than the previously studied 
covert channels on mobile devices. This makes MediaChannel a realistic 
threat to mobile users. 
Most multimedia-based CC require high computational overhead  
making them unsuitable for energy constrained mobile devices. 
We have implemented a proof-of-concept MediaChannel in Java for 
the Android 2.3.5 platform. 
• Experiments conducted between our Android smart phone and 
topaz.ipfw.edu. (2 hops apart). 
• Wifi and Bluetooth video delivery. 
• Apk file size: 116K. Lines of Code: 1.5K. 
• Encoding/Decoding video frame in JPEG 
      and PNG format (640x480 resolution). 
Computational Overhead 
Discussion 
• Bandwidth of our current implementation is limited by the number 
of chosen pixel groups and the rate of dispatching video frames. 
Future Research 
• Boosting bandwidth using cache. 
• Simulating Mobile Advanced Persistent Threats (MAPTs) and 
Botnet using smart phone group communication. 
 
Implementation 
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Design Goals 
MediaChannel is designed to fulfill the following objectives: 
• High bandwidth, 
• Fast data encoding and decoding capability, 
• Hard to be detect and to  eliminate, and  
• Minimal resource demands for mobile platforms. 
Range of bandwidth : 718 ~ 25k bps.  
Frame size and rate V.S. Image Quality. 
Bandwidth (w/o data compression): 
Power Consumption Quality of Service 
User Interface 
The overhead of our algorithm is steady. 
Range of power consumption  increase:  1.5% ~ 20.2% 
The basic methodology of MediaChannel is to divide each video frame 
into pixel groups, choose a pixel from each group, and 
modify/recover the Least Significant Bit (LSB) of the chosen pixel. 
The benefits of our methodology include: 
• No storage overhead for the CC. 
• Almost impossible to remove the CC.  
• Negligible computational overhead and power consumption, when 
most parameters were computed offline. 
 
